MamsaTka ana B3pocnbix
«be3onacHbIn UHTEepHeT»

YBaxaemble poautenu! Ecnu Bamm netn monb3yrores cetvio «MHTEpHET», BBI, 6€3
COMHEHHs, OECIOKOMTECh O TOM, KakK yOepeub WX OT HENPHUIATHOCTEH, KOTOpPhIE MOTYT
MOJICTEpEraTh BO «BCEMUPHOW MAyTHHE». 3HAYUTEIBHOE PACHpPOCTPaHEHUE MATEPHAIOB B
cetu «l/HTEpHET», MPETHA3HAYEHHBIX TOJBKO IS B3POCIBIX WM HENMPUEMIIEMBIX I JETEU
M0 KaKoi-mudo APyroil MpuurHe, MOXKET JIETKO MPUBECTH K HETATUBHBIM MOCJIECCTBUSIM.

B Hacrosimee BpeMsi CUTyalusi CKJIQIbIBAE€TCS TAKMM 00pa3oM, UYTO KaK[blil peOEHOK,
BBIXO/AIIUN B ceTh «MIHTEpHET», MOXKET POCMAaTPUBATh JHOObIE MaTEpUaibl. A 3TO HACUIINUE,
nopHorpadus, CTpaHMIbl, MOATAIKHUBAIOIINE MOJIOACKb K CaMOyOMHCTBaM, aHOPEKCHH
(oTKa3 OT mpuemMa MuiIK), youcTBaM, CTPaHUIbl C HALIMOHATMCTUYECKOMN, IKCTPEMUCTCKOMN U
OTKPOBEHHO (halIMCTCKOM MEO0JIoruell 1 MHOroe apyroe. Yacto ObIBaeT Tak, 4YTO MPOCMOTP
Takol MH(pOpMalUU Jake HE 3aBUCUT OT peOeHKa, BEJb HA MHOTUX caliTax OTOOpa)xaroTcs
«BCILIBIBAIOIINE OKHA», COJIEprKallie HETaTUBHYIO JJI1 HECOBEPILIEHHOJIETHUX UH(OpMaLHIo,
Yale BCEro NOpHOrpa(uuecKoro CoaepKaHusl.

Kpome TOro, B ceTm HEpENKO BCTPEYAKOTCS JIOJH, KOTOPBIE MBITAIOTCSA C IMOMOIIBIO
HNHTepHeTa BCTynath B KOHTAaKT C JAETBMH, IIPECIEAYs ONACHBIE WM MPOTUBOIIPABHBIC IS
pebeHKa 1eiau. 3JI0YMBIIUIEHHUKH HMCHOJb3YIOT 3TH KaHAJIbl JUJIl TOrO, YTOOBI 3aCTaBUTh
JeTel BbIAATh JUYHYIO HWH(OpMalLMIO, BOBJIEYb HECOBEPILICHHOJETHUX B COBEPIICHHUE
ACOLMAJIbHBIX U MPECTYITHBIX JCHCTBHM.

Mepbl NpPpEeA0OCTOPOKHOCTH UJIM YTO HYKHO IOMHUTDH POAUTECIAM:

- 4TO0BI MpeaoCcTepeyb pedeHKa OT HEraTUBHOTO Bo3/eicTBUS MHTepHETa, 00BsICHUTE
JETSIM TIPUHITUN paboThl ceTr. HayunTte pebeHKa moyib30BaThCs MOUCKOM B ceTh «HTepHeTY.
[Tokaxkute, KaK MCHOJIb30BATh PA3JIUYHbIE TOMCKOBBIE CUCTEMBI, B TOM YHUCJE AETCKHE, HJIS
OCYIIIECTBJICHUS TIOMCKA MTO3HABATENILHON U pa3BUBAIOIICH /17151 peOeHKa HHPOpMAIINH;

- peOEHOK JOJDKEH IMOHMMaTh M MOMHUTH: HaxokjaeHue B MHTepHeTe BO MHOTOM
HallOMUHAeT mpeOblBaHME B OOWIECTBEHHOM MecTe. OMacHOCTH, TMOJICTEPEraroime
MOJIb30BATENs, CXOKU C PUCKOM, BO3HHUKAIOIIUM IMPHU OOIICHUU C YYKUMHU JTH0JbMHU. Eciu
JI€TH JIMYHO HE 3HAIOT YeJIOBEKa, C KOTOPHIM OOIIAIOTCS B CETH, 3TO PABHOCUIILHO OOILEHUIO
C HE3HAKOMIIEM B peaJIbHOM JKM3HU, UTO 3aIPEIICHO;

- OyabTe BcCerja OCBEAOMIJICHBI O TOM, 4eM 3aHuMaroTcs Bamm netu B MHTepHeTe.
[Tormpocute ux Hayuuth Bac moiap30BaThCs pa3IMUHBIMU MPUIIOKEHUSIMH, KOTOpbIMU Bbl HE
nojap3oBAIUCh paHee. llocemaiite HMuTepHer BMecte ¢ aerbmu. lloompsiite neren
paccka3piBaTh BaM 00 ycrexax u Heyaadax B POIECcCce OCBOCHUS CETH;

- TIOMOTUTE JETSIM IMOHATh, YTO HE CleAyeT pa3Mmemarts B VHTepHETe JHYHYIO
uHpopmaruio o cebe M CBOCH ceMbe: TMOJHBIE aHKETHBIE JaHHBIE (CBOM JIMOO CBOMX
HECOBEPIICHHOJETHUX JPy3€il), HOMEp MOOUIBLHOTO TenedoHa, JOMAIIHUNA aapec, HOMEp
IIKOJIBI, MECTO Pa0OThI POAUTENCH, OOy NPYryl JHYHYIO HWHOOPMAIUIO, a TaKKe
JIeMOHCTpUpoBaTh (hoTorpaduu (cBou U cemMbH). OOBSICHUTE, UTO JTHOOON YETOBEK MOXKET 3TO
YBUJIETh M UCIIOJIb30BaTh B CBOUX IIEJISX, 3a4aCTyIO MPOTUBOIIPABHBIX U aMOPaJIbHBIX;

- eciu Bam pebGeHok mnonydaeT cnam (HEXeNaTeIbHYI JJIEKTPOHHYIO TMOYTY),
0OBSICHUTE, YTO HE HYKHO BEpUTh HANIMCAHHOMY B TaKMX MUCbMaxX W HU B KOEM Cllydyae He
CJIelyeT OTBEYaTh HA HUX;



- peOEHOK JOKEH 3HaTh, UTO HENb3S OTKPBIBATH (Pailsibl, MPUCIAHHBIE HE3HAKOMBIMU
JIOAbMH, TIOCKOJIBKY OHHM MOTYT COJEpKaTh BHUPYChl HIUM (POTO-, BUIACOMATEPUAIIBI
HEMPUCTOMHOIO WJIM arpecCMBHOIO cojepkaHud. JlaliTe MOHATh peOEHKY, YTO HEKOTOpBIE
moan B VIHTepHETe MOTYT TOBOPUTH HEMpaBAy U ObITh HE TEMH, 32 KOTo ceOs BBIIAIOT.
Hayuute pebeHka mpoBepsTh BCe TO, YTO OH BUAUT U yuTaeT B IHTEepHETE;

- pacckaxute peOeHKy, 4yTo B HTepHeTe BCTpedaroTCs U «XOPOILIHE», U «ILTOXHUE»
moau. OObACHUTE, NTOYEMY HE CTOUT A00aBIATH «B APY3bsS» HE3HAKOMBIX JIIOJEH — OHHU
MOTYT OBITh HE TEMH, 3a KOro ceds BolaatoT. [Ipeaynpenure pedeHka, 4TOObl OH HU B KOEM
Cllydae HE corJlalajcs Ha BCTpeud ¢ VIHTepHeT-He3HAKOMIaMU B PEAJIbHOM JKU3HU, MPEKIC
4YeM He IOCTAaBUT B M3BECTHOCTh Bac wim Onm3kux poicTBeHHHMKOB. [locoBetyiiTe emy
oOmarbest B IHTEpHETE TOJBKO C TEMH, C KEM OH JINYHO 3HAKOM;

- I[PENOCTEpEeruTe OT CKauuBaHWsA IUJIATHOM MHQPOpMAlUU, OCOOEHHO uYepes
cMmc-cooOuieHust. OObACHUTE, MTOYEMY HE CTOMT OOpallaTh BHUMAHUS Ha SIpKUE OaHHEPHI
C COOOIIECHUSIMH O BBIMTPBIIIAX WK MPU3aX;

- TOCTOSTHHO OOWIIaiiTeCh CO CBOMMH JI€TbMH, PACCKa3blBaliT€ W COBETYWTE, Kak
IIPABWJIBHO MOCTYIIATh U PEarupoBaTh HA JIEUCTBUS APYTUX JroJer B IHTepHEeTE;

- HAy4YUTe €Tl MPaBUIBHO pEarupoBaTh, €CIM UX KTO-TO OOMJEN B CETH, WIH OHU
MOJIYYWJIN/HATOJIKHYJIUCh HA arpecCUBHBIM KOHTEHT, a Takxke JIIoOyl0 aMOpalbHYIO
uH(popmanuto. Pacckaxute, Ky/ia B IOA00OHOM CIIy4ae OHU MOTYT OOpaTUThCS;

- ybenuTech, 4TO Ha KOMIIbIOTEPE, KOTOPBIM IOJIb3YIOTCA Bamm netu, ycTaHOBIIEHBI
Y TIPaBUJILHO HACTPOEHBI CpesicTBA (QUIbTPALIUH.

PoauTebCKHii KOHTPOJIb — OTO OrPaHMYEHUE [OCTyNa JeTed U MOAPOCTKOB
K HeXelarelbHbIM caiitam B MuTepHere. PonuTenbCckuii KOHTPOJb MOMKET HE TOJIBKO
OJIOKMpPOBATH JOCTYN K TaKUM cailTamM, HO U OTpaHWYMBATh MCIOJIb30oBaHUE MHTepHeTa 1o
BPEMEHU CYTOK, JHAM HEIeTW WIM JJIUTeNbHOCTH ceaHca. CyliecTByeT MHOMKECTBO
mporpaMM ®  (HIBTPOB, CpeaW HUX: aHTHBUPYC Kacmepckoro ¢ BO3MOXKHOCTSIMH
poauTtenbckoro kouTpossi — «Kaspersky Internet Security», nporpamma-dunstp «NetPolicey,
nporpamma-buiasTp «UHTepHeT LleH3op», denepanbHas mporpaMma JETCKOTO WHTEpPHETa
«l"oryne» u apyrue;

- TPUYYUTE JETEH, YTO OHU JOJDKHBI MOCEHIATh TOJIBKO T€ CaWThl, KOTOPbIE BbI
paspemmiii, TO €CTh CO3JalTe IJii HUX TaK Ha3bIBaGMbIM «OEJbIi» CIHUCOK CaWTOB B
HNHTepHETE C MOMOIIBIO CPECTB POAUTEITHLCKOTO KOHTPOJIS;

- Hay4yuTe Balero peOCeHKa YBaXEHHWIO M OTHKETy B TPOIECCE IMOJb30BaHUS
HNurepuerom. Ilompocure pebGeHka HE TPOBOIUMPOBATH KOH(IMKTHBIC CHUTYallMH M
OTHOCUTBHCS K APYTHUM IOJIH30BATEISAM TaK K€, KaK OH XOTeJ Obl, YTOOBI OTHOCUITUCH K HEMY
camomy. OOBsACHHTE, YTO HH TP KaKUX OOCTOSTEIBCTBAX HE CTOUT pa3MeNIaTh
MIPOBOKAITMOHHBINA MaTEepUaI M HE PACIIPOCTPAHSATH 0 YbeH-IN00 MpochOe MHPOPMAITMOHHEIE
Y arpecCUBHO-HACTPOCHHBIE cooOieHus. udopmanus, BeiiosxkeHHas B IHTEpHET, JOCTyITHA
BCEM U MOXKET OBITh UCIIOJIb30BaHa B JIFOOBIX, B TOM YHCJIC, MOIICHHUYECKUX IIEIISIX.

Pacckaxure nersam npasuiia 6esonacHoro Murepuera:

- HAKOMY M HHKOIJAa HE€ pasriamaid cBou napoiu. OHU — TBOW TIJIaBHBIA CEKpET.
[Ipunymaii CBOM YHMKAQJIBHBIM MapoJjib, O KOTOPOM HHUKTO HE CMOXKET Jaoragatbcs. He



3anuchiBail maponu Ha OymMakkaX, HE XpaHU UX B OTKPBITOM jaocTyrne. He oTmpasisii cBou
MapOJIM 1O 3JEKTPOHHOU MOYTE;

- IIPY PErUCTPALMM Ha CaliTaX U B COUMAIBHBIX CETSAX CTapailcsi HE yKa3blBaTh JUUHYIO
uHpopMalrio (CBoM (aMUINIO, UMsI OTYECTBO, HOMEp TenedoHa, afpec MecTa KUTEIbCTBA,
IIKOJIBI, MECTO pabOThI POJUTENICH U APYroe) — OHA MOXKET OBITh JOCTYITHA BCEM, JIaXe TEM,
KOTO ThI HE 3HACUIb;

- IOMHH, 4TO (hoTorpadus, pazmeiieHHas B UHTepHeTe JocTyHa JIsl TPOCMOTpPa BCEM.
Crapaiics He pa3memarh (HOTO, HA KOTOPBIX U300pa)keHa TBOSI CEMbsI, IITKOJIA, JOM U JIpyTue
JIMYHBIE TAHHBIC;

- HE BCTPEYAICS C TEMH, C KEM Thl 3HAKOMUIIbCS JIUIIb B IHTEpHETE;

- IOMHHU, YTO MHOTHE JIIOJIM PaccKa3bIBaloT 0 cebe B IHTepHeTe HelpaB/y, B TOM YUCIIe
CBEJICHUS O BO3pACTE U MOJIOBOM MPUHAJICKHOCTH;

- B MlHTepHETE M COLMAIBHBIX CETSAX CTapaiics OOMIaThCS TOJBKO C TEMH, C KEM Tbl
JTUYHO 3HaKoM. [lorymaii u mocoBeTyicCs ¢ pOAUTENSIMU, IPEKIE YeM JOOABUTh HE3HAKOMOT'O
YeJI0BEKa K ce0e B CIIUCOK «JIpYy3€ily;

- HE WUCIMOJb3yH BeO-Kamepy MpH OOLIEHUH C HE3HAKOMBIMU JIIOJbMH, MOMHU O
HEO0OXOMMOCTH COXPAHATh JUCTAHIUIO C HE3HAKOMIIAMU;

- yBaxkail cooeceHukoB B MuTepHeTe. Hukorna u HU mpu Kakux OOCTOSITEILCTBAX HE
yrpokal JpyruMm, HE pa3Mellail arpecCUBHbIA M MPOBOKAILMOHHBIA MaTepual. bynb
npyxentooe. He rpy0u;

- HEe BCTyNail B HE3HAKOMbIE COOOILECTBAa U HE paclpocTpaHsil mo 4en-nmudbo mnpocbde
MH(pOPMaLlMOHHbIE, IPOBOKAIIMOHHBIE U arpECCUBHO-HACTPOEHHbIE MaTepUaibl U COOOLICHMS;

- HE BCE, YTO Thl MOKELIb MPOYECTh WM YBUJIETh B UHTEpPHETE — npaBaa. He neHucs u
nepenposepsaid UHPOPMAILIMIO B JPYTUX TOUCKOBBIX CUCTEMAX WM CIIPOCH Y POJUTENEH;

- [IOMHH, YTO CYLIECTBYIOT CalThl, HENPEAHA3HAUYCHHBIE IS I€TEH, HE 3aX0/I1 Ha CAUTHI
«J1s TeX, KTO crapuie 18 yner», Ha HENPWINYHbIE U arpECCUBHO HACTPOEHHBIE cailTel. Ecin
Thl TONAJl Ha TaKOW CalT MO CChUIKE, 3aKpoWd CBOM Opay3ep, HCMOIb3YS KIaBUIIH
“ctrl+alt+delete™;

- pacCKaXxu BCE, YTO Thl YBUJEJ, BBIYYMJI WJIM Yy3HaJl HOBOrO B3pociomy. [loBepsii
CBOUM POJUTENSIM, MOCKOJBKY TOJIBKO OHU CMOTYT IIOMOYb B TPYJHOM CUTyallUu;

- HUKOI'/Ia HE yKa3bIBail CBOM HOMep TenedoHa WU JIEKTPOHHBIN aJipec, He OTIpaBiIsai
C HEro CcMc-cooOIlleHHs Ha He3Hakomble HoMepa B HMutepuere. Eciam Tebe mnpwuiio
COOOILIEHUE C HE3HAKOMOT'O a/Ipeca, €ro Jy4llle He OTKPbIBAaTh;

- ecnii Te0e MOKa3aioCh, YTO TBOU JPY3bs OTIPABIISIOT TEOE «CTpaAaHHYI0» MH(GOPMAIIHIO
WJIM TIPOTPAaMMBI, TIEPECIIPOCH Y HUX, OTIPABIISIIN JIM OHM TeOe Kakue-nmubo ¢aitbl. MHorma
MOIIEHHUKNA MOTYT JI€WCTBOBATh OT MMEHM YYXKHUX JIFOJEH, B TOM YHCIE TBOUX APY3€H H
POJICTBEHHUKOB;

- €CJIM Thl Xouellb KynuTh B MHTepHeTe kakylo-mu0o yCiIyry Wid urpy, oopaTuch K
B3pocaomy. OH mojickaxkeT Te0e, Kak n30eKaTh MOIIEHHUYECTRA,;

- He 3arpyskail (pailsibl, mporpaMMbl WM MY3bIKY 0€3 COrJiacus B3pOCIbIX — OHH MOTYT
coJiepKaTh BUPYChHI U PUUYUHSAT BPEJ KOMIIBIOTEPY.

Yro nearp, ecid pedeHOK BCe Ke CTOJIKHYJICH ¢ KAKUMH-JIH00 pUCKaMM:

VYcTaHOBUTE TOJOKUTENBbHBIA 3MOLUMOHANBHBIA KOHTAaKT C PEOEHKOM, pPAaCIONOKUTE
€ro K pasroBopy O TOM, YTO CIy4WJIOCh. PacckaxuTre, 4To Bbl OOECIIOKOEHBI TE€M, UTO C HUM



npoucxoauT. PeOeHOK noMkeH BaM JOBEpsATh M 3HAaTh, YTO Bbl XOTHUTE pPa300paTbcs
B CUTYalllu U TIOMOYb €My, a HE HaKa3aTh.

[TocrapaiiTech BHUMATENIBHO BBICIYIIATh paccka3 peOeHKa O MPOU3OIIEIIIEM, YTOOBI
MOHSTH HACKOJIBKO CEPHE3HO CIYYUBIIEECS MOTJIO MOBIHUAThH Ha HETO.

Ecin pebGeHok paccTpoeH YeM-TO YBHJEHHBIM (HampuMep, KTO-TO B3JIOMall €ro
npo(duiab B COLMATBHONW CETH) WM MONAJl B HENPHUATHYIO CUTYAIUIO (TMOTPATWI Balld WIH
CBOM JICHBI'M B pE3yJbTaTe HWHTEPHET-MOUICHHUYECTBA W Ipouee) — IMOCTapalTech €ro
yCHOKOUTh. BMecTe ¢ HUM pa30epuTech B CUTYallUU: YTO MPUBEIO K JTAHHOMY PE3yJbTary,
KaKue HEBEpPHBIE JACHCTBUSI COBEPIIMII CaM PEOEHOK, a Tie Bbl HE paccKa3aiu eMy O MpaBUiiax
oe3onacHoctn B MuTepHere. [IpoBenure «paboTy Han ommMOKaMu» U OOBSICHUTE PEOCHKY,
Kak o0e30macuth ce0s OT HeraTuBHBIX akTopoB MHTEpHETA.

Ecnu cutyanust cBs3aHa ¢ HacuiaueM B VIHTepHeTe MO OTHOIIEHHIO K pPeOEeHKY,
TO HEOOXOAMMO  BBIICHUTH HMHOpManMi0 00 arpeccope, BBISICHUTh HCTOPHUIO
B3aMMOOTHOIIICHUI peOEeHKa M arpeccopa, BBIICHUTH CYIIECTBYET I JOTOBOPEHHOCTD
0 BCTpeYE B pEaNbHOM JKU3HU; Y3HATh ObUIM JIN TaKW€ BCTPEYH U YTO M3BECTHO arpeccopy
0 peOenke (peasibHOE MMs, hamMuiIus, aapec, TelePoH, HOMEP IIKOJBI U TOMY MOJI00HOE),
KECTKO HacTaWBaliTe Ha M30ETaHWM BCTpEeU C HE3HAKOMIIaMH, 0COOCHHO 0e3 CBUIETEINEeH,
MIPOBEPHTE BCE HOBBIE KOHTAKTHI peOCHKA 3a MOCIeIHEE BPEMS.

ColGepute Haubosiee MOJHYIO HUH(POPMAIUIO O MPOUCIIECTBUM KaK CO CJIOB peOCHKa,

TaK W C TOMONIbI0 TEXHUYECKUX CPEACTB: 3alUTe HA CTpaHUIBl caiiTa, Trne Obul Balll
peOEHOK, MOCMOTPUTE CIIHCOK €ro Jpy3eil, mpourute coobmieHus. [Ipum HeoOxommmocTu
CKOMUPYWUTE U COXpPAHUTE ITY MH(DOPMAIUIO — B JATBHEHIIIEM 3TO MOKET BaM MPUTOIUTHCS
(Hanpumep, i1 0OpallieHus B IPAaBOOXPAHUTEIbHBIC OPTaHBI).
Eciu Bbl HE yBEpeHbI B OLIEHKE CEPbE3HOCTH IMPOM3OLUEALIEIO C BallMM PEOECHKOM, WM
OH HEJIOCTATOYHO OTKPOBEHEH (HE TOTOB UJITH HA KOHTAKT), WA Bbl HE 3HAETE KaK IMOCTYIHTh
B JIaHHOW cUTyanuu — oOpaTuTech K crenuanuctaMm (TenedoH IOBEpHs, Topsdas JIMHUS
u npyroe). Bam manyt pekomMeHAaluu O TOM, KyJa U B Kakod (opme oOpaTuThCs, €Ciu
TpeOyeTcsi  BMEMIATEIbCTBO  JIPYTUX  CIOy)K0 W OpraHu3amuii, B TOM  UHUCIE
MPaBOOXPAHUTEIbHBIX OPTAHOB.

Ball peoeHOks




